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* Parent Policy Deployment Use Cases

Chapter 16: Login Enforcement and Brute Force Mitigation
* Defining Login Pages for Flow Control

* Configuring Automatic Detection of Login Pages
* Defining Brute Force Attacks

* Brute Force Protection Configuration

» Source-Based Brute Force Mitigations
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* Overview of TPS-based DoS Protection

* Creating a DoS Logging Profile

* Applying TPS Mitigations

* Defining Behavioral and Stress-Based Detection
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Course Changes since v15

* The Configuring F5 Advanced Web Application Firewall course has been modified to reflect
changes in the Configuration utility and changes in behavior.

* Data Guard is now accessed under Advanced Settings per application security policy.
* File Types are now accessed under Advanced Settings per application security policy.

* Login Page configuration has moved to Sessions and Logins section per application security
policy.

* Lab numbers are no longer used: Labs are now identified by name.

* The section and lab regarding Data Safe has been removed from the class.



» A new section on Leaked Credentials Detection has been added to the Brute Force section of
the class.
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