Configuring Security on the Oracle Solaris 10 OS

« Basic Security Principles

o Oracle Solaris 10 Security Features

o Minimal and Reduced Installation

« Hardening a System

o Implementing Process Rights Management

o Implementing User Rights and Password Management
e Using the Solaris Cryptographic Framework

e Monitoring File Integrity

o Using the Oracle Solaris Service Management Facility
o Securing Networks,Implementing IPsec and IKE

o Oracle Solaris Auditing

o Security and Oracle Solaris Zones

e How Security Components Work Together



