
      
 

Day 1 : Introduction to Cybersecurity and related concepts as recommended by 
ISO/IEC 27032  
 

 Course objectives and structure 

 Standards and regulatory frameworks 

 Fundamental concepts in Cybersecurity 

 Cybersecurity program  

 Initiating a Cybersecurity program  

 Analyzing the organization  

 Leadership  

 
Day 2 : Cybersecurity policies, risk management and attack mechanisms  
 

 Cybersecurity policies  

 Cybersecurity risk management  

 Attack mechanisms  

 
Day 3 : Cybersecurity controls, information sharing and coordination 
 

 Cybersecurity controls 

 Information sharing and coordination 

 Training and awareness program  

 
Day 4 : Incident management, monitoring and continuous improvement  
 

 Business continuity 

 Cybersecurity incident management 

 Cybersecurity incident response and recovery  

 Testing in Cybersecurity  

 Performance measurement 

 Continuous improvement 

 Closing the training 

 
Day 5 : Certification Exam 
 

          

          


